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DRIVE ERASURE CASE STUDY

Quickly & Securely Erasing Offline Assets for
a Legal Services Provider

Statistics

Cybercrime costs are
predicted to reach $2
trillion by 2019.*

The average total cost
of a data breach in
2016 was $3.8 million

globally.**

67% of used hard

disk drives and solid
state drives hold
personally identifiable
information.***

In 2016, the amount of reported data breaches rose by about 40 percent. To
combat these rising figures, privacy organizations, businesses and individuals
across the globe are putting more focus on securing personal and business
data. To do this, they must invest in secure data sanitization methods to
ensure complete data removal from both active and end-of-life assets.
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Blancco was the obvious choice to help us through what was
a challenging and time-pressured period. Blancco's software
provided us with the means to erase data from hundreds of
machines in quick fashion and with minimal setup time."”

—Peter Jones, Lead Consultant, Ruby Datum

Ashfords
Ashfords is a UK-based provider of legal and professional services.

Ashfords' sector specialists deliver insightful and commercial solutions
tailored to their clients' industries, including real estate, energy, projects,
corporate, commercial and technology. Ashford prides itself on genuinely
understanding its clients’ challenges and their sectors —and on finding
solutions and getting the results their clients want.

About Ruby Datum

Ashfords work closely with Ruby Datum, a UK-based company that offers
virtual data rooms and data control, analysis and transfer consultants. The
company's Virtual Data Room offering allows businesses to take their data
rooms out of the office using a dedicated mobile user interface.

*https://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#c30447e3bb0c
** http://www.businessinsider.com/cyber-attacks-are-costing-companies-millions-of-dollars-heres-how-they-can-mitigate-those-costs-2016-2

***Blancco, The Leftovers: A Data Recovery Study, June 2016


http://www.prnewswire.com/news-releases/data-breaches-increase-40-percent-in-2016-finds-new-report-from-identity-theft-resource-center-and-cyberscout-300393208.html
https://www.rubydatum.co.uk/

Results

v Erased 900+
computers offline
in 2 days

« Saved “countless
hours” of work
by erasing many
laptops and PCs
simultaneously

« Securely sanitized
confidential
customer
information

es: blancco

Challenge

Ashfords was working with Quantuma, the administrators of KWM (King & Wood
Mallesons, previously known as SJ Berwin) one of the biggest ever UK legal
failures. Ashfords was brought in by Quantuma to manage the extraction and
transfer of client data and to manage the return of all electronic devices that
might have contained confidential information. These assets needed to be
erased so that no personal information could be recovered. Ashfords needed to
erase all KWM's 900+ laptops, PCs and servers around the London area as soon
as possible to get the maximum resale value and protect employee privacy.

Solution

Ashfords' technical team, along with Ruby Datum’s Operations Director, Tom
Godwin, discussed the three potential companies that they had identified as
potential solution providers. The team unanimously agreed to go with Blancco
because we were well known to them as an industry leader in drive erasure.
Additionally, a colleague who had used Blancco software in a previous company
highly recommended it.

To achieve data sanitization on all of its IT assets, Ashfords and Ruby Datum
chose Blancco Drive Eraser and Blancco Toolkit for straight-forward, self-
service solutions that could help them work more efficiently. Blancco Toolkit is
part of Blancco's hardware offering and can erase machines that are no longer
connected to the internet. Blancco Toolkit includes HASP keys that authenticate
purchase of the software offline and are rechargeable with additional erasures.
Certificates of erasure are stored on these keys—not online or in the Blancco
Management Console.

After the initial erasure process was completed on several hundred laptops and
PCs, Ashfords decided to extend its number of licenses to perform additional
erasures. As the company was using Blancco Toolkit, it wasn't necessary for
Blancco to send any additional equipment; more erasure licenses could simply
be loaded on the HASP keys and used immediately.

Blancco Toolkit allowed Ashfords and Ruby Datum to erase 50-60 offline
machines simultaneously. Once a HASP key was placed into a machine, it could
be extracted after a couple of minutes and placed into the next machine. The
first machine would continue to run the software without the key inside. Due to
this this fast and secure process, Ashfords and Ruby Datum completed all the
erasures within just a few days.

About Blancco

As the de facto standard in data erasure, Blancco provides thousands of
organizations with an absolute line of defense against costly security breaches,
as well as verification of regulatory compliance through a 100% tamper-proof
audit trail. Our data erasure solutions have been tested, certified, approved and
recommended by 18 governing bodies around the world. No other security firm
can boast this level of compliance with the most rigorous requirements set by
government agencies, legal authorities and independent testing laboratories.

Get your free Blancco Drive Eraser license today to get started.

For more information, please visit our website at www.blancco.com.


https://www.forbes.com/sites/markcohen1/2016/12/17/the-king-wood-mallesons-collapse-deja-vu-all-over-again/#4122e67956c3
https://www.forbes.com/sites/markcohen1/2016/12/17/the-king-wood-mallesons-collapse-deja-vu-all-over-again/#4122e67956c3
https://www.blancco.com/products/drive-eraser/
https://www.blancco.com/wp-content/uploads/2017/01/blancco_toolkit.pdf
https://www.blancco.com/evaluations/blancco-drive-eraser/

